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RISK MANAGEMENT

M. A. Shama
Alexandria University, Alexandria, Egypt

ABSTRACT

The paper addresses the problem of safety and risk management as
both represent essential elements in environmental impact
assessment. The main elements of the risk management system are
outlined. The importance of hazard classification by type and
frequency is stressed. The main types, causes, consequences and
assessment of man-induced hazards and accidents are briefly
considered. Special attention is placed on the hazards and accidents
occurring in the maritime sector. Particular emphasis is placed on
the role of human errors causing these accidents. Risk analysis and
assessment are examined together with the methods commonly
used to reduce risk. The main elements of safety assurance are
given together with a method for calculating risk based on the
" demand and capability concept. The method presented is based on
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prior knowledge of the probability density functions of both demand-- ...

and capability.
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INTRODUCTION

Environmental impact assessment and
life cycle analysis should include,
among several other topics, risk analysis
and assessment. Therefore, safety and risk
management have received considerable
attention and concern worldwide, especially
after the well-known Bhopal catastrophic
accident. The Middle East region, and Egypt
in particular, has a large concentration of
highly hazardous activities and industries
and are planning to expand these facilities,
such as petroleumm extraction and
processing facilities, LNG terminals,
petrochemical processing plants, gas, oil
and product pipelines, transport of oil and
gas by tankers, sea’terminals...etc. There
are also long .term plans to expand these
activities and facilities. Hazardous and toxic
releases from ‘such facilities due " to either
~accidents, sabotage,...etc. pose a significant
hreat to'health, the envirorunent and to the
national ‘economy. *Serious accidents and
toxic releases could also occur when using
dangerous materials and substances in the
production processes, during transport of
these  substances within the industrial
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plant...etc. A comprehensive risk
assessment of such facilities should involve
not only the regulatory authorities but
should also involve the scientific and
technical community and should be based
on state-of-the-art codes and standards that
greatly facilitate safety planning, build
confidence, enhance security and reduce
hazards and risk. The effectiveness of the
safety management system could be
significantly improved when both the quality
management system and the environmental
management system are both taken into
consideration.

SAFETY MANAGEMENT SYSTEM

" Safety management is an essential tool
required to ensure adequate safety.
acceptable risk values and reduced hazards.
Safety management not only deals with the
analysis of the hazards but also gives
proposals for the necessary actions to be
taken to alleviate the causes of hazards and
reduce the associated risks. In order to
reduce hazards, improve safety, reduce risks
and protect the environment, the
interconnection among Environmental
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management system, Quality management
system and the Safety management system,

(see

Figure 1), shculd be studied and

examined thoroughly.

SAFETY
MANAGEMENT
SYSTEM

ENVIRONMENTAL
MANAGEMENT
SYSTEM

Figure 1 Environment, quality and safety management

systems

The safety management system should

cover the following essential elements:

Hazard type, frequency and degree of
seriousness

Accidents: causes and consequences
Role of the human element in hazard
creation and occurrence of accidents
Role of the technical deficiencies in the
creation of hazards and accidents

Role of environmental conditions

Table 1 Hazard Classification by Type

» Risk analysis, assessment and methods
of control and reduction
s Methods of ascertaining risk vaiues
e Acceptable risk values for the particular
industry or activity under consideration
« Economic considerations, etc.
The safety management system should
include: the = safety objectives, safety
standards, safety procedures, performance
measuring ‘and monitoring, hazard
identification, risk assessment, auditing,
corrections and improvements.

HAZARD CLASSIFICATION
There are several means and ways of
classifying hazards, depending on the type

of industry, environmental conditions,
human involvement, technical
considerations, etc. Hazards could be

classified by type which Tanges from
“negligible” to “catastrophic” or could be
classified by frequency which ranges from
“frequent” to “remote”, (see Table 1). For
each hazard type and category, the technical
consequences (system damage/failure) and
the consequences to human life should be
associated with the likelihood of occurrence.

MAIN TYPES OF HAZARDS
Hazards could be broadly classified as

follows:

Natural hazards (catastrophes), such as:
earthqualkes, flooding, hurricanes, etc.
Man-induced hazards, such as: fire,
explosion, toxification, collapse,
structural failure which could be: minor,
major or catastrophic,...etc. Sea

CONSEQUENCES .
Category Description Technical Consecquences Health Consequences
[ catastrophic System loss death
1t critical major systcm damage *severe injury
*severe occupational illness
Il marginal minor system damage *minor injury
*minor occupattional illness
v negligible less than minor system *less than minor injury or
damage occupational illness

transport of oil in tankers could induce

several types of hazards that may cause

serious fatalities, marine pollution and
undesirable economic results.

Natural hazards are normally
unpredictable and not much can be done to
prevent their occurrence. On the other .
hand, much could be done to prevent,
control or reduce the occurrence of some of
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Risk Management

the consequences of man-induced hazards.
This could be achieved by using an effective
safety management system. '

MAIN CAUSES OF MAN-INDUCED
HAZARDS

Man-induced hazards result mainly from
human negligence and errors in design,
fabrication, manufacture, operation,
inspection, maintenance and repair. These
humati errors normally result- from
ignorance, lack of education, lack of
information and knowledge, lack of
experience, lack of competency, lack of
proper training, illness, sickness, tiredness,
ctc. Carelessness in making a proper and
professional electric wire connection could
cause a serious fire hazard, which could
result in fatalities, large economic losses
and pollution.

HAZARD ASSESSMENT

Hazard assessment is a valuable -tool
and could be used to improve system
design, operation and management. The
procedure of hazard assessment is based on
identification of the hazard type, assessment
of the frequency of the hazard and
assessment of the consequences of the
hazard. Human health risk assessment
consists of four basic elements: hazard

-identification, dose-response assessment

and exposure assessment.

CAUSES OF ACCIDENTS

The main causes of accidents are natural
catastrophes, human errors, random errors,
technical deficiencies, environmental
conditions, and “unknown causes". In the
maritime industry, the technical deficiencies
include: poor design, poor workmanship,
poor inspection, poor maintenance, etc. The
environmental conditions include: darkness,
fog, rain, storm, sudden change of weather,
shallow water, etc. Human errors result
from several causes associated with the
capability and experience of the different
categories of personnel involved such as:’

lack of competency, high stress, tiredness;."""’""”
problems, financial”

sickness,  family
problems, psychological problems, over-

confidence, improper decisions,
miscalculation of . situation,
misunderstanding = of instructions,
carelessness, intentional carelessness,

improper evaluation of consequences,...etc.

ENVIRONMENTAL |
CAUSES

TECHNICAL
ERROR

Figure 2 Main Causes of Accidents

-;.\'l, X2,X3, ..Xn

t
INCORRECT l l CORRECTJI

Figure 3  Role of human Error

The main types of accidents are:
collision, capsizing, sinking, grounding, fire,
others. Figure 2 shows the main causes of
accidents. *Accidents attributed to “unknown
causes”  results normally from the
involvement of more than one cause for the
occurrence of the accident. Figure 3 shows
the scenario of the occurrence of ship
casualty due fto either incorrect decision by
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the operator or incorrect information
provided to the operator. The input data to
the operator are x1, x2, x3,. . xn, which
represent either reading from equipment,
charts, catalogues,...etc.,, or from visual
observations. The decision taken by the
operator is based on personal analysis,
views and interpretation of these data.
Incorrect data orincorrect interpretation of
the data will lead to incorrect decisions that
wiil result in the occurrence of accidents.
The main causes of human errors are
associated with design, fabrication,
operation, maintenance and repair. The
consequences of human errors in design,
fabrication and material are normally
associated with structural failures, buckling,
fatigue, cracks, excessive deformations, high
stress concentration, etc. Figure 4 shows
the main causes and associated methods of
preventive measures to alleviate the
occurrence of accidents.

YES

RISK //
ANALYSIS <~ ENVIRONMENTAL
\ CAUSE

ACCEPTABLE

EXPERT | NO
OPINION
T

Figure 4 Accidents; Causes and Preventive Measures

RISK ANALYSIS
Risk analysis is used for the assessment
of the hazard causes, consequences and
assessment and can be associated with the
following questions:
¢ What are the types azd causes of
hazards '?
¢ What are the possible types, causes and
consequences of accidents?
¢+ How often these accicents will occur'’?
o How could risk be assessed, calculated
and managed?

Figure S shows a flow chart for a
procedure for risk analysis that could be
used to improve system design. This
procedure is based on icentification of the |
hazard type, assessmen: of the frequency of
the hazard, assessment of the consequences
of the hazard, computation of the risk and
the availability of an acceptable criterion for
the type of risk under consideration.

]
'

i IDENTIFY H.—\ZARD_SJ !

|
I

. ASSESS I ASSESS
[
L B ' — A
IMPROVE |__|
ACCEPTANCE SYSTEM

CRITERIA

Figure 5 Risk Analysis Proczdure
Risk Assessment (RA)

Risk assessment consists of formal
scientific ~ techniques that: integrate
knowledge about a contemplated action .and
its possible effects, account for uncertainty
associated with that knowledge, express
results from a probability standpoint to
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account for both
uncertainty.

Risk assessment, therefore, 1is the
process of assigning magnitudes and
probabilities ' to adverse effects of human
activities, processes, etc.caused by human

knowledge and

errors, technological deficiencies and -

environmental effects such as an accident,
injury to human life, ‘collapse of a bridge,
sinking of a ship, explosion of a boiler, fire
in a power station, etc. Risk could be
defined by the probability of occurrence of
an  undesirable action or event. Its
magnitude ranges from zero (0%) to one
(100%). Zero risk means that the undesired
event will never occur and a 100% risk
means that the undesired event will
certainly occur.

Risk assessment has been recognised as
a valuable tool to support decisions about
actions that may have undesirable effects.
Conceptually, RA applies to the human
health, ecology, safety, environment,
econormy, etc.
" Risk assessment is based on the
following main items: i) development of
accidental scenarios, which could
potentially lead to fatalities, economic loss,
release of hazardous or toxic material, etc.
ii) specification of various pathways (air,
water, ground) by which the hazardous
maierial can lead to public exposure and the
routes of such exposure (inhalation, skin
absorption,...etc.) or could lead to fire,
explosion, etc. i11) estimation of
consequences such as: fatalities and other
human  undesirable  health effects,
environmental contamination, economic
loss,...etc. iv) calculation of risk taking irto
account the likelihood of the scenario and
the release of the toxic materials.

Risk Reduction Actions
The procedure commonly used to reduce
risk is based on identification of hazards,

location of the hazards and analysis of

hazards. Actions that may be taken to
reduce risk include actions to eliminate
hazards, actions to eliminate or reduce
consequences, actions to reduce
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probabilities to acceptable levels. The
methods commonly used to reduce risk
include: changes in the design of the
physical system, changes in the design of
the control systems, changes in the process
variables, such as temperature, pressure,
stress,...etc.,, changes in the process/plat
materials, changes in the test and
inspection procedures of key components,
changes in the variability and uncertainties
of the system. An appraisal system of hazard
and risk for the particular industry or
activity under consideration could be
developed and used to reduce risk to an
acceptable level compatible with economic
operation. 1t should be realised that lack of
safety precautions can be very expensive as
this will cause, among other things, loss of
products, loss of contracts, damage of plant,
cost of clean-up,..etc.

Risk and Safety Assurance

A major requirement for any system is to
be reasonably safe, not to have catastrophic
failure, nor to cause much trouble in service
due to frequent minor failures. Safety in this
context, is today concerned not. only with
the system itself, but also with external
damage to the environment and the
initiation of health hazards that may result
as a consequence of failure or accident.
The fundamental equaton for safety
assurance is given by:

C>D,

where:
C = Capability of the system,
D= Demand on the system
The margin of safety is given by, (see Figure
6]: )
M=C-D>0
The safety factor ( is given by:

yv=C/D>1.0

Calculation of Risk

Using the demand and capability
concept, (see Figure 6), the Risk value could
be calculated as follows:

W



Risk = Pr, Where: Pr= probability of failure
of the system, and is given by:

d d .
Pr= Prob.(D>C)=. (J P(d)(f p(c)de)dd.
0 o

/]

Px

_—

i d <
Figure 6 Demand and capability concept
If both C and D are both normally
distributed and statistically independent,
the mean and variance of the margin of
safety are given by:

m=c-d,

ol =Gk +0p,
X = mean value of X,
G2x = variance of X,
X=C,D

The probability of failure, in this case, is
given by:
Pi=1 -§ic - d)/ (0% +o2)'/3)
Where:
¢ (x) = the tabulated cumulative probability
of the standard normal variable “x"

The probability of failure could be also given
by:

! 0
Pr= [ p(y)y = [Mm)dm = ¢(-B),

where: 8= W /om = the safety index,
(see Figure 7).

[P P s VIV

Pin M

o’ >

P2

——

m

Figure 7 PDF of safety margin

METHODS OF RISK REDUCTION

The procedure commonly used to
reduce risk include actions to eliminate
hazard, actions to eliminate or reduce
consequences of hazard, actions to reduce
associated probabilities to acceptable levels.

Specific methods of risk reduction
include: changes in the design of the
physical system, changes in the design of
the control systems, changes in the process
variables, such as temperature, pressure,
stress,...etc., changes in the process / plant
materials, changes in the test and
inspection procedures of key components.

Using the demand and capability
concept, risk could be reduced by:
increasing the mean value of capability
(very costly), decreasing the mean value of
demand (not always feasible), decreasing the
variability and uncertainties of demand (not
always feasible), decreasing the variability
and uncertainties of capability (possible in
many cases) and could be achieved by:
improving design of the svstem, using =z
proper monitoring system, using proper
control technology,...etc. Table 2 shows the
variation of risk values R with the factor of
safety ( and the coefficients of variation of
both capability and demand, vc and vz
respectively.

Table 2 Variation of Risk, R withy, ve and vo

RX103
~y=1.4 v=1.6 1=2.0
vp= 0.05 vp= 0.1 vp= 0.05 vp= 0.1 vp= 0.05 vn= 0.1
ve= 0.05 0.0016 0.520 0 0.0013 2.67 : 0 . 0
ve= 0.1 3.50 10.04 0.172 0.736 9.57 [¢] 0.004
ve= 0.2 79.80 89.25 31.97 36.75 55.92 6.55 7.64
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CONCLUSIORNS
The main conciusions drawn up from

.this paper are:

1. Risk assessment and control require the
developmeént of an appropriate Risk
Management System suitable for the
particular industry under consideration.

2. For any particular industry or process,
research is needed to clearly identify and
control hazards and risk caused by:
Human Errors, Technical Deficiencies,
Environmental Conditions and Unknown
causes.

3. In most types of industries and
processes, the Human Factor represents
the most serious element creating
different types and grades of hazards,
accidents and risks

4. Hazards and associated accidents could

be significantly reduced by:

e Continuous training and upgrading of
workers, operators, engineers,...etc.

o Effective inspection. maintenance and
repair work

¢ Improving the working load and
conditions of all operating personnel

¢ Maintaining machinery and
equipment at the highest technical
level compatible with economic
operation

* Correcting any minor technical
deficiency and fault as soon as it is
noticed so as to prevent its growth to
become a major technical deficiency
causing the initiation of hazards and
accidents.

5. The risk values increase significantiy with
reduced safety factors and increased
coefficients of variation of either or both
capability and demand.
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